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Executive summary
Millions of older Americans are targeted by scams and 
fraud every year, jeopardizing their retirement security. 
Scams are a type of mass marketing fraud that use low-
cost communication methods such as email, text, social 
media and telephone calls to fraudulently solicit numerous 
prospective victims through false representations and deceit. 
Nearly 400,000 fraud and scam complaints by adults age 
60 and older were reported to the Federal Trade Commission 
(FTC) in 2023, reflecting $1.9 billion in total losses.1 Many of 
these complaints involved government, bank and business 
imposters, investment schemes, fake sweepstakes and 
lotteries, tech support scams, and romance scams, with new 
variants emerging every day.
Older adults are intentionally targeted by scammers2 and 
experience a higher risk of repeat victimization.3, 4 A meta-
analysis combined data from multiple studies and found that 
5.4% of older Americans are victims of one or more fraud 
schemes every year.5 Several factors associated with aging 
are believed to increase older adults’ risk of victimization, 
such as greater wealth accumulation, lower technological 
sophistication, social isolation and loneliness, and declines in 
cognitive functioning. However, because scam messages are 
tailored to different age groups and subpopulations, people of 
all ages and backgrounds are at risk.
Although fraud is vastly underreported,6, 7 older victims 
who file complaints typically report much higher median 
losses compared to younger victims—$1,450 for those 
age 80 or older compared with less than $500 for those 
ages 20 to 59.8 This suggests scams inflict more financial 
harm on a population that has largely exited the labor 
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force, severely limiting their ability to financially recover. In 
addition to financial costs, the psychological and emotional 
consequences of victimization can be severe. Scam 
victimization is highly stigmatized and often results in shame, 
embarrassment, isolation and a loss of trust.9–14

The financial services industry—along with retirement plan 
sponsors and plan participants—can take steps to reduce 
the likelihood of scam victimization but, they are not alone 
in this battle. Retirement plan providers can harness new 
technology to authenticate plan participants, secure their 
accounts, flag suspicious transactions, elevate awareness 
and advocate for increased protection. Plan sponsors can 
educate employees to be watchful for red flags that help 
them detect fraud and encourage their adoption of account 
security features. Meanwhile, plan participants can educate 
themselves on the hallmarks of scams and add trusted 
contacts to their financial accounts. Those trusted contacts 
can act as financial advocates and help oversee the plan 
participants’ accounts as they age.

“Retirement plan providers 
must take cybersecurity and 
fraud seriously. Excellence 
in cybersecurity and fraud 
management builds trust 
with plan participants.”

Upendra Mardikar 
Chief Information Security Officer,  
TIAA
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Introduction
The landscape of fraud is ever changing. As shown in Figure 1, over the course of the Covid-19 pandemic fraud 
complaints doubled while total reported losses rose fivefold from $1.9 billion to $10 billion.15, 16 Technological 
advances in artificial intelligence, telecommunications and social media have made it simple and cost-effective for 
transnational crime syndicates to target people across the world with alarming speed and sophistication. Adding to 
the problem, the anonymity and lack of regulation in cryptocurrencies have amplified the magnitude of fraud losses 
and provided an efficient means for cybercriminals to launder stolen funds.17, 18

FIGURE 1. FRAUD COMPLAINTS AND REPORTED LOSSES FROM 2019–2023

■	 Fraud losses (in billions)
■	 Fraud complaints (in millions)

The global scale of fraud presents a considerable threat to 
targeted victims and criminal justice advocates. U.S. law 
enforcement agencies are limited in their ability to identify, 
detain, and prosecute overseas criminals, and financial 
institutions are often unsuccessful in recovering funds that 
have been transferred internationally.19 As a result, organized 
crime syndicates—including state-sponsored criminals—
have amassed substantial capital. This allows them to 
invest in the latest technological infrastructure to develop 
and execute more sophisticated scams using resources like 
call centers, mobile app and website developers, attractive 
models (for romance scams), human resource departments, 
and marketing teams.20

Source: FTC Consumer Sentinel Network Data Books from 2020 – 2024 (5 consecutive reports).  
https://www.ftc.gov/enforcement/consumer-sentinel-network/reports

“Today’s scams are 
more coordinated, more 
sophisticated and more 
personalized.”

Ray Bellucci 
EVP, CAO and Head of Retirement 
Operating Office, TIAA

https://www.ftc.gov/enforcement/consumer-sentinel-network/reports
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Scammers also use artificial intelligence (AI) to enhance their deceptions. For example, generative AI allows 
scammers to draft persuasive messages with perfect grammar and punctuation. Recent news reports chronicle 
the alarming use of deepfake technology to digitally clone the voices and likenesses of victims’ relatives, coworkers 
and even celebrities, deceiving victims into transferring substantial funds.21 Criminals can also use AI to conduct 
research on and create profiles of potential targets en masse, saving them time and equipping them with personal 
details to use in more targeted attacks. These technological tools have alarmed officials because AI-enhanced scams 
are much harder for consumers to identify as fake, especially consumers who are less familiar with the capabilities 
of generative AI.22, 23

 
 Key scam types

Investment scams

Government 
imposter

Business 
imposter

Family/friend 
imposter

Romance scams

Prize, lottery, 
sweepstakes

“Technologies today provide the ability for anyone to convincingly  
portray themselves as someone or something else.”

Rick Swenson 
Managing Director, Fraud Strategy & Governance, TIAA

Common scams affecting older adults
A vast taxonomy of scams vary in prevalence and 
severity,24 but several forms—and their variations—have a 
disproportionate impact on older adults. A prime example is 
imposter scams that use a wide range of deceptive tactics to 
convince targets the scammer is a family member or friend, 
a representative with a well-known business or organization 
(e.g., a bank), or a government agent. More than 850,000 
instances of imposter scams were reported by the FTC in 
2023.25 Scammers adopt fake personas to exploit a potential 
target’s willingness to comply with requests from government 
agencies and companies they trust.
In a family/friend imposter scam, a person may be led 
to believe a relative is in trouble and the fastest way to 
help them is to buy gift cards or send cryptocurrency. In a 
government imposter scam, criminals may pretend to be 
with the Internal Revenue Service (IRS), claiming the target 
owes back taxes and will face jail time if they don’t pay 
immediately. Or they may pretend to be an agent with the 
Social Security Administration, informing the target their 
identity is being used to commit serious crimes. Scammers 
use low-cost tools such as number spoofing and Voice over 
Internet Protocol (VoIP) to make it appear as though their 
calls are coming from the impersonated agency or company 
rather than an overseas call center.
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Figure 2 shows how the reported prevalence of different types of imposter scams has changed over time. Before the 
Covid-19 pandemic, government imposter scams were the most prevalent frauds in the United States,26 but during 
lockdown criminals quickly pivoted to impersonating entities consumers were depending on for purchasing goods 
and accessing services, such as online retailers, software companies and shipping companies.27 In the tech support 
imposter scam, for example, scammers convince their targets to grant them remote access to their computers, 
whereby they can view account balances, steal identifying information, and install malware. Based on reports to the 
FTC, older adults were over six times more likely than younger people to report losing money on a tech support scam 
in 2022.28

FIGURE 2. DIFFERENT TYPES OF IMPOSTER SCAMS OVER TIME

Source: FTC’s Consumer Complaint Database using Tableau. The Big View: All Sentinel Reports, Federal Trade Commission, published  
July 24, 2024. https://public.tableau.com/app/profile/federal.trade.commission/viz/TheBigViewAllSentinelReports/TopReports.

Imposter scams are still evolving. Instead of impersonating 
just one entity, criminals are adopting multiple identities 
within the same interaction with a target. In these hybrid 
imposter scams, the criminal might pretend to be calling from 
a tech support company, but once they find a “problem” with 
the target’s online bank account, they’ll dial-in a fake bank 
representative who will confirm there has been fraudulent 
activity related their accounts. Then they’ll connect them to 
a fake FBI agent who will supposedly investigate the case 
and help the target move their money to a “secure account.”29 
These multiple handoffs help establish credibility and the 
perceived seriousness of the issue, putting more pressure on 
the target to comply.
“Get rich quick” schemes are another category of scams 
affecting older Americans. Investment scams are associated 

with some of the largest personal losses.30 According to fraud 
complaints to the FBI, investment fraud losses rose 38% 
from $3.3 billion in 2022 to $4.6 billion in 2023.31 Research 
indicates older males with investable assets are the most 
likely to be targeted.32 Investment scams have also evolved 
to capitalize on the excitement around cryptocurrencies. 
False claims about profitable cryptocurrency investments 
have caused significant harm to thousands of investors who 
discover their money was stolen and never invested at all. 
Criminals may also impersonate a sweepstakes organization 
or a foreign lottery. They inform the target they’re already 
a winner but first must pay the taxes or a transport fee to 
receive the cash prize.

■	 Business imposters
■	 Family and friend imposters 

■	 Government imposters
■	 Romance scams

■	 Tech support scams
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https://public.tableau.com/app/profile/federal.trade.commission/viz/TheBigViewAllSentinelReports/TopReports
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Of all deceptive schemes, online romance scams may cause the greatest harm to older victims. Lured by promises 
of love and companionship, victims are groomed by remote predators for months as they establish a confidential 
and hyperpersonal relationship. In time, the fake love interest presents a series of fabricated crises that are keeping 
them apart—an unexpected hospitalization, a business deal gone bad, loss of employment, a theft, travel issues and 
other problems. They ask the victim for financial help to resolve each crisis so they can finally be together.33 Using 
consumer complaint data from the FTC, DeLiema and Witt (2023) found that median losses were $10,000 for those 
aged 70 and older and ranged from $450 to $3,000 for consumers younger than age 50.34 Not only are these scams 
costly—with some victims liquidating their retirement accounts and borrowing money from friends and family to 
send to the scammer35—they also have severe emotional consequences.36 A qualitative study found some victims 
described the emotional fallout as being worse than the financial losses that wiped out their savings.37

“The easiest way for scammers to get the money  
is to have the client move it themselves.”

Dale Jones 
Managing Director and Head of Enterprise Fraud Management, TIAA

Persuasion tactics used to manipulate older adults
Scammers use social engineering to manipulate their targets to send them money through various transfer 
mechanisms, such as by purchasing gift cards and reading the activation codes over the phone, transferring funds 
from a bank account, using peer-to-peer money transfer apps, wiring funds, providing credit card information, 
and converting cash into cryptocurrency using a cryptocurrency ATM. While the premises of popular scams and 
preferred methods of money transfer are constantly changing, scammers’ main persuasion tactics have remained 
consistent.

Authority
One of scammers’ most common persuasion tactics is 
authority. In impersonation schemes they may create fake 
job titles and pretend to be affiliated with recognizable 
and trusted organizations. They may say they are an FBI 
agent, a police officer, a computer repair technician, a fraud 
investigator or a registered investment advisor. According to 
Robert Cialdini (2021), a leading expert on social influence, 
this tactic works because people tend to follow the lead 
and advice of credible, knowledgeable experts.38 The use of 
authority activates decision-making shortcuts in processing 
new information: authority = expert = trustworthy. This 
mental shortcut prevents people from critically analyzing the 
information they’re being told.

Emotional arousal
Scammers also use tactics to elicit powerful emotions. 
Depending on the type of scam, these include high-
arousal positive emotions like excitement, surprise, and 
exhilaration, as well as high-arousal negative emotions like 
anger and fear. By their very nature, high-arousal emotions 

consume cognitive resources and motivate individuals to 
act immediately based on instinct rather than reasoned 
analysis.39 In a highly emotional state, people tend to process 
scam messages more superficially and miss the red flags that 
are detected by paying close attention.40 In one study, Wang 
and colleagues (2012) found that attention to emotional 
triggers in a phishing email reduced the cognitive effort 
spent processing the message, decreased attention to the 
deception cues in the message, and increased the likelihood 
of responding.41 Kircanski and colleagues (2018) found when 
older adults were made to feel excited or frustrated in a 
research setting and then shown deceptive advertisements, 
they were more likely to say they’d be willing to purchase the 
falsely advertised items compared to participants in a calm 
emotional state.42

Urgency or scarcity
Scammers put intense pressure on their targets to act 
quickly. They might claim, “If you don’t transfer funds 
now, the government will seize your assets!” Even positive 
solicitations can evoke a sense of urgency, such as “Invest 
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now! This opportunity won’t last!” These manipulations are 
effective for three reasons. First, they produce an emotional 
response that impairs rational thinking. Second, when people 
are put under pressure, they feel they have less time to ask 
critical questions and seek a second opinion. Third, according 
to the scarcity principle, when people think they’ll lose out on 
something because it is limited or temporary—whether it’s a 
prize, investment offer or discount on a product—they tend to 
want it more.43

Secrecy
Scammers know their fake stories and manipulations 
will unravel if the target talks to someone they know and 
trust before sending money. To keep the target under their 
influence, scammers will tell them to keep all interactions 
private and confidential. Some scammers use threats to 
enforce secrecy. In virtual kidnapping scams, for example, 
targets may be told their family member will be harmed if 
they go to the police. In a lottery scam, the target may be 
told not to talk about their winnings because then everyone 
will come asking for money. To avoid intervention from 
outside parties, scammers may even craft lies for the target 
to use if they’re questioned about the purpose of a financial 
transaction. They coach them to tell lies—such as they are 
buying gift cards for a grandchild’s birthday or cashing out 
their investments to pay for a home remodel.

Phantom fixation
Many scams are specifically tailored to respond to targets’ 
unmet needs. These needs may include a desire for 

Key persuasion tactics

•	 Authority
•	 Emotional arousal
•	 Urgency or scarcity
•	 Secrecy
•	 Phantom fixation

companionship, romance, financial independence, respect 
or even a sense of purpose. Once a scammer identifies these 
unmet needs in their target, they will use phantom fixation 
to activate the target’s desire and deepen their commitment 
to the scam’s premise.44, 45 For example, romance scammers 
send frequent text messages to their targets describing 
a romantic future together.46 Investment scammers will 
promise financial freedom and activate fantasies of wealth 
and luxury.47 This visceral imagery helps the target envision 
a more desirable future—one they’re told can only be 
achieved by complying with the scammer’s demands.
These persuasion tactics are only a sampling of the many 
manipulation tools in a scammer’s arsenal. They also vary 
based on the type of scam. Consumers should familiarize 
themselves with these tactics, and if they’re detected in 
any communication context, take it as a signal to exit the 
interaction and talk with someone they know and trust.

Age-associated risk factors
Research on the relationship between scam susceptibility and aging presents a mixed picture.48 Some studies 
suggest young and middle-aged adults are more likely to be victims than older adults.49, 50, 51 However, these studies 
rely on people to self-report scam victimization, and older adults may be less likely to disclose victimization when 
asked in a survey.
A growing number of studies indicate that age-associated risk factors, such as cognitive impairment and social 
isolation, are associated with greater scam susceptibility.52 Declines in cognitive functioning and, more specifically, 
declines in executive functioning, are the most cited risk factors for scam victimization in older adults. Executive 
functioning includes higher-level cognitive skills like critical reasoning, working memory, self-control, planning 
and organization. These cognitive skills are critical for making sound financial decisions and resisting persuasion 
attempts. Poor executive functioning, challenges with working memory and even mild cognitive impairment have 
been associated with greater susceptibility to scams in prior research.53–58

Rates of social isolation and loneliness are high among older Americans.59 Social isolation refers to the level and 
frequency of one’s social interactions, whereas loneliness is the subjective feeling of being isolated and lacking 
companionship. These two factors are independently associated with fraud victimization. Research by the FINRA 
Investor Education Foundation, Stanford University, and the Better Business Bureau shows that when people engage 
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Costs and consequences of victimization
Most scams are never reported to authorities. For example, Raval (2020) found that for fraud cases involving 
low dollar losses—under $100—fewer than one in 1,000 victims file a complaint.73 Complaint rates increase 
considerably when losses are greater. Nonetheless, this variation makes it difficult to estimate the true prevalence 
and cost of victimization among older adults. AARP projects that, as a group, older Americans have $8 billion stolen 
by scammers each year,74 whereas the FTC—using different assumptions on the extent of underreporting and 
average losses per scam—estimates older adults have somewhere between $5.9 billion and $48.4 billion stolen by 
scammers each year.75

Older adults report higher median losses per scam than their younger counterparts. As shown in Figure 3, median 
fraud losses among adults ages 80+ were three times higher than median losses among those younger than age 60 
in 2023 ($1,450 versus $450–$480).76

with a scammer or fraudulent offer, they’re more likely to 
be victimized if they don’t have anyone to discuss it with.60 
Single, divorced and widowed survey respondents were more 
likely to indicate no one was available to talk to about the 
scam compared to married respondents and those living with 
a partner.61 In other words, being alone or socially isolated 
when exposed to scams can make a person more vulnerable.
Numerous studies have also shown that loneliness and 
psychological vulnerability are also associated with 
victimization.62, 63, 64 Scam messages are intentionally 
designed to exploit psychological vulnerabilities and unmet 
needs,65 and lonely individuals may be more willing to 
engage with scammers who provide emotional validation 
and companionship. The prevalence of loneliness among 
older adults increased during the Covid-19 pandemic,66 
corresponding to a rise in online romance scams.67 Prior to 
the pandemic in 2018, a University of Michigan poll found 
that 27% of adults aged 50 to 80 reported feeling isolated 
some of the time or often.68 This increased to 56% during the 
pandemic, and although rates have fallen to 34%, loneliness 
is still higher than prepandemic levels.
Major life events such as retirement, widowhood, divorce 
and onset of disability, may also increase victimization risk 
because they create psychological or financial need states. 
A series of national fraud prevalence studies from the FTC 

Scam messages are  
intentionally designed to  
exploit psychological 
vulnerabilities and unmet needs.

have all indicated victims report a higher number of negative 
life events in the prior two years relative to nonvictims.69, 70 
Qualitative interviews with individuals who experienced 
scams also suggest that significant negative life events were 
a precursor to victimization for many people.71 Lastly, after 
a lifetime of earning and saving for retirement, older adults 
have amassed more assets than young and middle-aged 
adults, on average.72 This makes them more attractive targets 
to financial predators. It is important to note, however, 
that people experience varying health, social and financial 
trajectories as they age, so risk factors like cognitive decline, 
loneliness and wealth accumulation aren’t universal among 
the older population. In fact, young adults who have these 
characteristics may be equally vulnerable to exploitation.
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In addition to the Federal Trade Commission, many 
victims report fraud directly to the FBI. Fraud complaints 
submitted to the FBI’s reporting center—the Internet Crime 
Complaint Center (IC3)—paint an even starker picture of 
personal losses experienced by older Americans. Average 
losses among adults ages 60+ were nearly $34,000. This 
is quadruple the average loss amount reported to the FBI 
just three years earlier in 2020 ($9,175).77, 78 These trends 
suggest criminal enterprises are becoming more successful 
at extracting significant amounts of money from older people.
Using data from the national Health and Retirement 
Study, DeLiema and colleagues (2017) found that fraud 
victimization among those age 50+ was linked to a decline 
in nonhousing wealth.79 Having retirement savings stolen 
by scammers can lead to dependence on friends and 
family members, and in extreme circumstances, reliance 
on government programs designed to support low-income 
Americans. A 2016 study focusing on New York State 
estimated elder financial exploitation costs the public $6.2 
million per year for investigation and response, plus an 

FIGURE 3. MEDIAN FRAUD LOSS BY AGE

Source: Consumer Sentinel Network Data Book 2023, Federal Trade Commission, published Feb., 2024. 
https://www.ftc.gov/reports/consumer-sentinel-network-data-book-2023.

additional $8.3 million in expenditures on public benefits to 
financially support victims who had their resources stolen.80

In addition to monetary losses, the nontraditional costs of 
scam victimization can be severe.81 Additional outcomes may 
include job loss, legal problems, divorce, severe emotional 
distress, and prolonged indebtedness.82–86 Physical health 
outcomes include increased blood pressure among male 
victims87 and poor sleep.88 Research has also identified 
persistent mental health problems, including anxiety, 
depression, trauma, and suicidality, but several of these 
studies weren’t focused specifically on older adults.89–94

People who experience victimization are often blamed for 
being too gullible, trusting and foolish, and may be dismissed 
by police, who sometimes perceive them as actively having 
contributed to their own victimization.95 As a result, victims 
may feel ashamed and blame themselves, which further 
discourages help-seeking96 and reduces confidence in 
financial matters.97

https://www.ftc.gov/reports/consumer-sentinel-network-data-book-2023.


SAFEGUARDING RETIREMENT IN THE AGE OF SCAMS	 11

Fraud prevention and intervention
As with preventing and managing a chronic disease, protecting older adults from scams requires primary, secondary 
and tertiary prevention.
Primary prevention focuses on reducing the risk of exposure to and engagement with scams. Secondary prevention 
(intervention) refers to responding to immediate threats and protecting funds if scam victimization is suspected or 
has occurred. Tertiary prevention aims to reduce the longer-term risks and harm associated with scam victimization.

Primary prevention
•	 Enhance scam awareness
•	 Reduce social isolation and 

loneliness
•	 Activate online and mobile 

accounts
•	 Opt-in to account security 

features
•	 Engage in advance financial 

care planning
•	 Name a trusted contact 

or every retirement and 
investment account

Secondary prevention
•	 Investigate suspicious 

activity and behavior
•	 Ask questions and educate 

plan participants on fraud 
risks

•	 Secure accounts through 
temporary holds

•	 Report fraud to law 
enforcement

•	 Recover funds
•	 Refer to victim support 

services

Tertiary prevention
•	 Engage trusted contact
•	 Involve agents under power 

of attorney to provide 
support and financial 
oversight

•	 Monitor financial accounts
•	 Address unmet needs 

(e.g., financial security, 
social interaction, sense of 
purpose)

•	 Referrals to legal, financial,  
and mental health services

Primary prevention: reducing risk of exposure  
to and engagement with scams 

Scam awareness and consumer education
The most effective way to minimize the impact of 
victimization is to prevent scam exposure and fortify a 
person’s defenses. Raising awareness about common 
scams and persuasion tactics is a key component of 
primary prevention. The FTC recently convened a panel 
of experts to survey the literature on effective consumer 
fraud education and scam awareness messaging for older 
adults.98 Their review indicates scam awareness messages 
should be memorable and action-oriented, use empowering 
language (no victim blaming) and focus on the positive 
benefits of heeding the message. Specific action steps might 
include advice on hanging up on unknown callers, refusing 
to allow strangers to remotely access your computer, and 
talking to trusting family members before making any large 
investments or transactions.
Several studies demonstrate that forewarning vulnerable 
older adults about scams significantly reduces their 
likelihood of becoming a victim.99, 100, 101 DeLiema, Yi, and 

Mottola (2023) found that individuals who had heard about 
a particular scam prior to being targeted by that scam were 
nearly half as likely to lose money compared to those who 
were unfamiliar.102 A research study led by Jeremy Burke 
(2022) found that participants who received text or video 
education on investment scams were significantly less likely 
to express a willingness to invest in fraudulent investment 
opportunities than individuals who received no training.103 
These and other studies suggest prior knowledge about 
specific scams confers protection, but fraud awareness 
campaigns may struggle to keep pace with evolving schemes. 
Moreover, evidence suggests consumers forget fraud-
protection tips over time.104, 105 To reduce the decay in fraud 
knowledge, reminder messages should be sent a minimum of 
every few months.106, 107 These “booster” messages need to be 
updated to include information on how scams have evolved 
and what new red flags to pay attention to.
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“Now that scammers use generative AI, we need to throw out 
all our old consumer advice. For example, we can’t tell people to 
pay attention to spelling errors anymore because messages are 
written by AI with perfect grammar.”

Brendan Purcell  
Senior Director, Enterprise Fraud Detection, TIAA

Relative to young adults, older adults tend to process and 
recall positively framed messages better than negatively 
framed messages.108 In a recent intervention study to reduce 
repeat mail fraud victimization, Langton and colleagues 
(2024) found older victims who received a series of 
empowering “Be a Fraud Fighter” letters, brochures, and 
newsletters were less likely to lose money in a subsequent 
mail scam than older victims in the control group who didn’t 
receive any fraud fighter materials in the mail.109 Similar 
messaging can be adapted for distribution through digital and 
text message channels.
One challenge for effective consumer education campaigns 
is that individuals suffer from “optimism bias” and discount 
their personal susceptibility to scams.110 This reduces their 
attention to and recall of fraud prevention messages. To 
overcome optimism bias, scam awareness messaging should 
be memorable and personally relevant,111 and it should use 
compelling stories to help people connect with the experience 
of victimization. For example, some studies have simulated 
the experience of being scammed using mock email phishing 
attacks.112 This makes the red flags and warning messages 
more memorable.
Educating financial advisors and plan sponsors
Educating financial advisors on the red flags of fraud is 
critical. Advisors may work with the same plan participants 
for decades and through multiple life stages. They often 
notice early changes in their plan participant’s behavior 
or risk preferences that could signal diminished financial 
capacity—a risk factor for fraud. Financial advisors 
should carefully document their conversations with plan 
participants, follow up with a phone call or email, and contact 
the plan participant’s trusted contact if they have concerns.113

In addition to educating retired plan participants and 
financial advisors about fraud, companies must educate plan 
sponsors and their employees. Imparting participants with 
a watchful mindset may well carry over and provide them a 
measure of protection once retired. A layered approach to 
fraud prevention education is optimal because it helps reach 
people across the lifespan and protects businesses from 
social engineering attacks targeting employees.
Activating account safeguards
Financial institutions that prioritize plan participant safety 
invest in the latest tools and technologies to monitor and 

protect their accounts from unauthorized access, identity 
theft, and fraud. A core component of account security is 
verifying plan participants’ identities and making sure  
they’re not being manipulated to act against their best 
financial interests. Strategies may include using advanced 
machine learning, behavioral biometrics and AI-detection 
to identify unusual account activity or behaviors that are 
inconsistent with a plan participant’s past activity, device  
use or location. These enhanced fraud-detection tools  
help indicate whether the plan participant is experiencing 
a scam or if an unauthorized third-party is attempting to 
access their accounts.
Plan participants also play a proactive role in keeping their 
retirement accounts secure by engaging in fraud prevention 
measures.

 
 Fraud prevention measures

•	 Activate mobile and online accounts and monitor 
those accounts

•	 Keep contact information on accounts up to date
•	 Use multifactor authentication
•	 Enroll in push notifications to receive account 

activity updates in real time
•	 Leverage mobile phone biometrics
•	 Choose complicated and unique passwords and 

store them securely

In addition to activating security features on online accounts, 
reducing exposure to Internet-enabled scams requires 
protecting devices from theft and malware. Plan participants 
should use virus protection software, install pop-up blockers 
on their web browsers, and update and install security 
patches when prompted.
To overcome issues related to poor password security, many 
companies are leveraging passkey-enabled authentication, 
whereby a digital credential is tied to the plan participant’s 
account. Passkeys are more resistant to theft and phishing 
attacks than traditional passwords because they rely on 
a person’s unique biometric signature—e.g., face scan or 
fingerprints—to access online accounts.
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In addition to maintaining the security of financial accounts, 
all social media users should understand the risks of 
accepting new friends or follow requests from people they 
meet on the Internet. Plan participants should also be aware 
that scammers can “spoof” caller IDs and make it appear as if 
they’re calling from a legitimate organization or government 
agency rather than a scam call center across the globe. 
Consumer education should include advice about never 
engaging in remote financial transactions with social media 
contacts or callers on the telephone.
Advance financial care planning
As people age they may experience health challenges 
that make managing their accounts and making financial 
decisions more difficult. This can increase their risk of scams 
and fraud. To keep their retirement accounts safe as they age, 
plan participants should engage in advance financial care 
planning. This involves making sure beneficiary designations 
are up to date, appointing trustworthy and dependable 
agent(s) under power of attorney (POA), and designating a 
trusted contact for their retirement and investment accounts.

"We can win against bad actors. We all need to engage our 
understanding of their threats, educate ourselves on their 
tactics, and empower ourselves to defeat them."

Ron Barthel 
Senior Director, Global Cybersecurity & Fraud Management, TIAA

 
 

Trusted 
contact

Power of 
attorney

Revocable or 
irrevocable trust

Advance financial care 
planning strategies

Naming a trusted contact 
provides an additional layer 
of protection against scams.

All plan participants should complete the trusted contact 
form provided by their retirement plan company. This form 
authorizes the retirement plan company to contact the 
named person under specific circumstances, such as if they 
can’t reach the plan participant or are concerned about the 
plan participant’s financial well-being due to suspicious 

account activity or behavior. Like naming an emergency 
contact before engaging in risky physical activities, having a 
trusted contact on file adds an additional layer of protection 
against scams. This person isn’t authorized to see the plan 
participants’ account information or transact any business; 
however, they can confirm the person’s contact information 
and health status, and help the retirement plan company 
connect with someone authorized to access the plan 
participant’s accounts.

An important retirement safeguard is to appoint a trusted 
friend or family member to act as an agent under power of 
attorney (POA). This legal process authorizes the appointed 
person (or multiple people) to make financial decisions on the 
plan participant’s behalf. Plan participants can decide what 
financial “powers” their agent is authorized to carry out. For 
example, the agent can be empowered to assist with the plan 
participant’s investment and disbursement decisions and 
monitor their accounts for suspicious behavior or activity. 
Having an agent under POA is like having an extra set of eyes 
and ears to guard against scams and account takeovers, but 
it’s critical the appointed agent is trustworthy and reliable, 
makes good financial decisions, understands the financial 
goals of the plan participant, and always acts with integrity.

Secondary prevention: intervention
Scams are becoming increasingly sophisticated, so when 
prevention fails, it’s important to have a second line of 
defense. Secondary prevention includes in-the-moment 
scam warnings, counseling plan participants who are 
believed to be experiencing fraud to disengage with the scam, 
slowing down transactions, and reporting stolen funds as 
soon as possible.
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In-the-moment warnings
If suspicious account activity is detected, financial 
institutions can warn plan participants with mobile and email 
push notifications. To receive timely alerts, plan participants 
should make sure their contact information is up to date 
and they have mobile and online accounts activated. If they 
receive a push notification about a transaction they didn’t 
authorize, plan participants should immediately call their 
financial institution to confirm it was fraud.
Push notifications and other in-the-moment warnings 
have the potential to stop fraud in its tracks, but only if the 
plan participant pays attention to the message. Criminals 
use fear, excitement, urgency and other emotional arousal 
tactics to distract plan participants from processing warning 
messages.114, 115 They also coach them to ignore consumer 
education and give false justifications for the purpose of 
a transaction. In these situations, it’s the plan participant 
moving money out of their account, not a cybercriminal who’s 
taken over their account without their knowledge.
Push notifications about suspicious activity may not be 
effective when the plan participant is being manipulated to 
authorize the transaction. Instead, retirement plan providers 
may ask for additional verification from the plan participant 
in the notification message to slow down the process, such 
as requiring them to speak to a representative over the phone 
before they can proceed.

“You can’t just look at the 
transaction. You need to 
know who wants it and why.”

Rick Swenson 
Managing Director, Fraud Strategy  
& Governance, TIAA

“You need to train employees 
to have conversations in an 
entirely new way. They can’t 
just read off a checklist and 
ask ‘yes’ or ‘no’ questions. 
Empower them to ask deeper 
questions and engage the 
client in a dialogue.”

Brendan Purcell 
Senior Director, Enterprise Fraud 
Detection, TIAA

investigations take place but also clearly communicate the 
purpose of the hold to plan participants and inform them 
right away.
Reporting scam victimization
Notifying authorities about scam victimization is critical for 
several reasons. For one, reporting a financial loss within 24 
hours of the fraudulent transaction increases the likelihood 
of recovering stolen funds. Second, reporting to local and 
federal authorities allows law enforcement to investigate the 
crime and pursue justice against the perpetrators.
Plan participants should start by contacting their financial 
institutions to notify them about the scam and state which 
transactions were fraudulent. Banks and investment 
companies may be able to reverse these transactions or 
contact the receiving institution to hold the funds before 
the perpetrators withdraw money. Next, plan participants 
should report fraud to the Federal Trade Commission, FBI 
and local law enforcement. While these agencies may not 
investigate individual cases, reports help them identify 
patterns in scam victimization and build cases against the 
large criminal networks involved in fraud and their domestic 
co-conspirators who launder stolen funds. If future actions 
result in a financial settlement, reporting helps entitle plan 
participants to recovered funds.
More than half of U.S. states mandate that financial 
institutions report suspected elder financial exploitation 
and fraud to local adult protective services116 (APS). APS 
workers are trained to interview the older person and 
assess their level of risk and need for assistance, such as 
oversight from family or friends, nutrition services, and safer 
housing. APS may cross-report to local law enforcement to 
further investigate allegations. It’s important for financial 
professionals to be familiar with their reporting requirements 
and protocols for sharing plan participant information 
with law enforcement and APS. Interagency collaboration 
is essential for addressing complex cases and supporting 
vulnerable adults.

Communicating with plan participants experiencing scams
Financial institutions that value client protection train their 
investment advisors and other client-facing employees to 
detect if a plan participant is being coached by a scammer 
and motivate them to end the interaction and report to 
authorities. When intervening, it’s important for financial 
professionals to be patient when describing their concerns 
and asking key questions about the intended purpose 
of a suspicious transaction or request. Nonaccusatory, 
empathetic communication is essential to build trust. The 
goal is to make plan participants feel safe disclosing truthful 
information about a transaction they were instructed to keep 
as a secret or lie about. Because financial predators use 
undue influence to control their victims, intervenors need 
to anticipate they may be met with denial, frustration and 
even lies. It’s critical to be persistent with plan participants 
and be willing to temporarily suspend transactions while 
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Tertiary prevention: protecting plan participants 
from future scams 
Scam victimization is highly stigmatized. It can take time for 
victims to come to terms with the financial consequences 
and to rebuild their sense of safety and financial confidence. 
Unfortunately, while victims are recovering from fraud, 
they may be bombarded by more deceptive offers because 
their contact information was added to “lead lists” and sold 
to other scammers.117 This places victims at high risk of 
revictimization. Financial professionals should work with  
plan participants who have experienced scams to review their 
accounts, update passwords, opt in to security features, and 
make sure their POA and trusted contact forms are up  
to date.
If a financial advisor has concerns about a plan participant’s 
financial capacity, they may reach out to the individual listed 
as a trusted contact. This person can help by verifying the 
plan participant’s health status and determining if more 
financial oversight and assistance is needed from friends or 
family. If a POA is listed on the account, the financial advisor 
should encourage the plan participant to invite their agent 
to become more involved with money management and 
investment decisions, perhaps by inviting everyone to gather 
for a retirement plan review meeting.
Respecting a plan participant’s financial autonomy and 
desire for privacy is paramount, but safety and financial 
well-being are also top priorities. Financial institutions have 
an obligation to prevent fraud and not to facilitate suspected 
criminal activity. In cases where plan participants are unable 
to recognize they’re being victimized and are at risk of 
authorizing further fraudulent transactions, retirement plan 
providers can place temporary holds on the disbursement of 
funds from their accounts. Before placing a temporary hold 
on funds, the company must have a reasonable suspicion 
the plan participant is experiencing a scam or is being 
exploited by a friend or family member. Temporary holds 
give the company time to investigate suspicious activity 
and share concerns with law enforcement, APS, federal 
and state regulators, as well as notify trusted contacts and 
agents under POA. In challenging cases, financial institutions 
should be prepared to work closely with law enforcement 

and APS to prevent repeat victimization—such as through 
regular account activity monitoring—and address the plan 
participant’s underlying health and safety needs.
Reducing a plan participant’s risk of revictimization requires 
addressing the underlying need states that drove them to 
respond to the scam solicitation in the first place. Financial 
and emotional need states may be caused by financial 
insecurity, loss of purpose, bereavement and social isolation. 
Addressing these needs among older adults is an important 
role for family members, friends, neighbors, social service 
agencies and the broader community. Financial institutions 
and plan sponsors can help by engaging in scam awareness 
outreach, educating employees, and advocating for programs 
that support people as they age.

Conclusion
Financial scams are a global problem. Bold new strategies 
and solutions are needed to pull ahead in the technological 
race against scammers and cybercriminals. Retirement plan 
providers must work hand-in-hand with plan sponsors, plan 
participants and other financial industry partners to defend 
against these evolving threats to Americans’ retirement 
security. Effective scam prevention will also require building 
bridges between the financial services industry, the 
adult protection system and the criminal justice system. 
By teaming up to fight fraud, Americans have brighter 
opportunities to achieve their retirement goals.

“If only one company fights 
fraud individually, we won’t 
be successful. We need a 
unified front. We need to 
share tools.”

Upendra Mardikar 
Chief Information Security Officer,  
TIAA
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